
On the Static Analysis of Hybrid Mobile Apps
Achim D. Brucker and Michael Herzberg

{a.brucker,msherzberg1}@sheffield.ac.uk

Department of Computer Science, The University of Sheffield, Sheffield, UK

The Problem

My boss said
, we should

 

only devel
op hybrid a

pps 

One that c
ombines Jav

aScript 

and native 
code 

Yes ...

My boss said
, we should

 

only devel
op hybrid a

pps 

One that c
ombines Jav

aScript 

and native 
code 

Yes ...

What is a hybrid 
app? 

Ah, using Phonegap 
or Cordova?

What is a hybrid 
app? 

Ah, using Phonegap 
or Cordova?

One morningOne morning

Yes, but she wants 
securesecure apps 

and our security tools 
cannot analyse dataflows from JS to native code ... 

sounds like an easy 
weekend projectweekend project

Yes, but she wants 
secure apps 

and our security tools 
cannot analyse dataflows from JS to native code ... 

sounds like an easy 
weekend project

Sounds cool! 

Let's build a new 
security tool

Sounds cool! 

Let's build a new 
security tool

I've not written a singlesingle app! 

But hey, I now have a staticstatic 

tool analysing data flows 

from Javascript to Java 

and backback! 

I've analysed the 

top Android apps' 

and published 
a paper at ESSoS 2016a paper at ESSoS 2016 

Guess my boss is still 

not happy ...

I've not written a single ap
p! 

But hey, I now have a static
 

tool analysing data flows 

from Javascript to Java 

and back! 

I've analysed the 

top Android apps' 

and published 
a paper at ESSoS 2016 

Guess my boss is still 

not happy ...

A few months laterA few months later

~ Available on GitHub 
github.com/DASPA/DASCAgithub.com/DASPA/DASCA 

~ open-source 
~ based on WALA

~ Available on GitHub 
github.com/DASPA/DASCA 

~ open-source 
~ based on WALA

What is a Hybrid App?

Native apps
Java \ Swift \ C#

Developed for a
specific platform

All features
available

Hybrid apps
HTML5, JS, native

Build once, run
everywhere

Access to device
features through
plugins

Web apps
HTML5, JS

Hosted on server,
all platforms

No access to device
features

Platform-
specific

Platform-
independent

Dangerous Data Flows Across Borders

function showPhoneNumber(name) {

var successCallback = function(contact) {

alert("Phone number: " + contacts.phone);

}

var failureCallback = ...

cordova.exec(successCallback, failureCallback,

"ContactsPlugin", "find", [{"name" : name}]);

}

class ContactsPlugin extends CordovaPlugin {

boolean execute(String action, CordovaArgs args,

CallbackContext callbackContext) {

if ("find".equals(action)) {

String name = args.get(0).name;

find(name, callbackContext);

} else if ("create".equals(action)) ...

}
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Number Dialog

Contact
Name

Success
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SQL
Injection?
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void find(String name, CallbackContext callbackContext){

Contact contact = query("SELECT ... where name=" + name);

callbackContext.success(contact);

}

}

The Solution

Deep framework
analysis

Closest to the
actual app

Analyses the whole
application

But: Analysing the
whole framework is
very expensive

Modelling
framework

Combines
advantages

Models Cordova
framework

Analyses (custom)
Plugins, UI, and
business logic

Modelling
plugins

Models framework
and plugins

Analyses only UI
and business logic
part

But: No support
for custom plugins

Our approach: Modelling framework

Core Idea

Java Call Graph JS Call Graph

Call graphs are a fundamental datastructure and
commonly used for static analysis purposes. We
therefore developed an approach that combines the
call graphs for the individual languages of the hybrid
app into a unified call graph, which represents the
whole application and can be used for further analysis. In order to evaluate
our approach, we implemented a prototype of a tool for the Android versions
of Apache Cordova apps on top of WALA.

Tool Architecture
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Java Call Graph JS Call Graph

The idea is to first build call graphs of Java and JavaScript separatly and
then connect them using four heuristics that exploit frequent coding pat-
terns: ConvertModules, ReplaceCordovaExec, FilterJavaCallSites, and Filter-
JSFrameworks. The first two preprocess the JavaScript source code before
building the call graph, and the last two leverage static code analysis to im-
prove the resulting unified call graph.

Results

Recall:
Correctly reported calls

All reported calls

Precision:
Correctly reported calls

Calls actually present

App kLoC kNodes Plugins Recall Precision Calls

app01 43 9 5 33% 75% 17

app02 27 8 4 100% 66% 13

app03 106 18 8 1% 93% 61

app04 53 14 3 100% 100% 7

app05 64 10 7 33% 66% 29

app06 53 8 12 35% 97% 316

sap01 52 19 6 100% 66% 15

dvhma 17 7 4 100% 100% 15

Bigger Test Set Without Recall and Precision

Cross-language calls:

calls from Java to JS:
very common

calls from JS to Java:
surprisingly uncommon

App Category Java2JS JS2Java JS [kLoC] Java [kLoC]

sap01 Finance 2 12 35.5 17.0

sap02 Business 20814 39 345.3 53.5

sap03 Business 9531 75 572.3 135.8

app01 Finance 9 13 26.3 17.8

app02 Finance 2 10 11.2 16.8

app03 Social 2349 31 4.6 103.7

app04 Business 1 6 37.5 16.8

app05 Finance 6 26 20.0 44.8

app06 Finance 693 70 30.4 24.3

app07 Travel & Local 3430 43 129.0 304.0

app08 Entertainment 14220 67 36.7 23.0

app09 Lifestyle 51553 89 36.3 44.7

app10 Finance 8 36 43.7 18.4

app11 Business 0 0 14.0 438.9
...

...
...

...
...

...

app48 Business 22 26 9.6 106.1

app49 Social 1300 66 62.4 92.1

app50 Social 97338 109 192.6 391.0

Plugin Usage

Plugins are used for

accessing device information

showing native dialog boxes and
splash screens

accessing network information

accessing the file storage

accessing the camera

. . .

Many different versions and some modified!

Plugin

device 52%
inappbrowser 50%
dialogs 40%
splashscreen 36%
network-information 28%
file 28%
console 24%
camera 22%
statusbar 22%
PushPlugin 22%
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